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THE CSE: canada’s Ear on the World

by Martin C. Barry

The Communications
Security Establishment,
Canada”s ear on the world
set up after World War II to
monitor radio intelligence,
was unknown to most
Canadians, including govern-

#his building is presumed to be headquartere for the CSE

(All photos by Martin Barry)
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ment members, for over 35
years. In the early 807s,
however, with the revelation
of the CSE"s existence and
its rumored potential to
eavesdrop on private commu-
nications, controversy broke
in Canada“s media and
Parliament.
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IMRA: People Helping People

by Rev. Michael Mullen, C.M.
WA2KUX

Unknown to most people,
their influence spreads
halfway around the world.
The majority of Americans
have never heard of them,
yet day after day, they fill
the air with messages of
consolation to people over-
seas. They reach out to
those who are lonely or
isolated, or whose lives
have been ravaged by natural
disaster.

The International
Mission Radio Association,
almost 25 years old, is a
group of hams banded
together to help mission-
aries of all denominations
éng%other Americans overseas
communicate with their
families by means of amateur
radio.

NATURAL DISASTERS =

During those ‘years,
however, the organization

through its daily network, ™

has done far more than that.
It has dealt with life and
death situations on a
regular basis and often has
béeen the only means of
communication in times of
need and disaster. '

In 1970, an earthquake
ripped through 1,000 miles
of mountain range north of
Lima, killing 70,000 people.
The roads along the moun-
tainsides were shaken and
the canyons were choked with
dust. An American Jesuit
moved into the disaster area
with ham radio. For three
weeks, living in a tent in a
cow pasture, he alone
directed the planes and
helicopters that were bring-
ing in emergency food and
supplies.

In 1972, an earthquake
devastated Nicaragua and the
IMRA net handled 2,000
health and welfare messages
into and out of the States.
In 1974, when Hurricane Fifi
roared through Honduras, the
net was busy with 4,000
pieces of emergency traffic.

While the furor has
abated and cooler heads now
prevail, a shroud of mystery
still surrounds what is
undoubtedly . one of the
world”s most sophisticated
monitoring agencies.

What is known about the

CSE has come mainly from
American sources who have
linked it to the National
Security Agency (NSA) in
Fort Meade, Maryland. Until
1983, the Ottawa-based CSE
wasn't even mentioned in
Canadian government spending
estimates or budgets.

At one time it was
rumored that many Canadian
defense ministers had never
heard of it, even though the
CSE is in their jurisdic-
tion. It has also been said
that there isn”t a Canadian
law or piece of legislation
which establishes the CSE’s
mandate.

In 1974 a television
documentary reported the CSE
had a staff of 250 to 300.
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In 1979, Hurricane
David slashed through the
Dominican Republic leaving
80,000 people homeless. In
New York City, Catholic
Relief Services, with a
plane load of supplies,
could not move until they
could get clearance to land
~-—-the airfield was under
water. An IMRA member
located a ham in the U.S.
Embassy in Santo Domingo and

S
expertly handled all commu-
nications for one week.

In 1985, Mexico City
was shaken by an earthquake
that sacrificed 7,000 lives,
and for a week communication
was cut off with the outside
world. Two IMRA members
there ran thousands of
messages to and from the
States, while in New York

(%Pleaee turn to p.4

Rev. Michael Mullen, C.M., WA2KUX, at his operating post.
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A GIANT STEP FORWARD...

and a Gentle Look Backward

With this June issue,
Monitoring Times prepares
for the largest step in its
history, a merger with
another publication, Inter-
national Radio (formerly
Shortwave Guide). We are
excited to have a profes—
sional journalist of Larry
Miller”s stature join with
us and look forward to many
years of continued growth in
both content and quality.

While the preparations
for this new adventure have
taken months of exhaustive
work, it has been stimulat-
ing and enjoyable. Larry and
I have a common goal; it may
sound hackneyed and altruis-
tic, but it is true. We want
to provide the most
accurate, timely and compre-
hensive information avail-
able for the listener to the
radio spectrum.

At present MT serves
the hobbyist and the profes-
sional alike. Our publica-
tion is considered "must
reading” by CIA, NSA, mili~
tary intelligence agencies,
and countersurveillance per-—
sonnel.

But as T sit in a busy
office, telephone ringing
off the hook and correspon-
‘dence piling up, it is
tempting to remember those
simpler days just over five
years ago when MT evolved
from a dream into an eight-
page newsletter. My, how
we’ve grown--the July

. using

inaugural
preparation,
pages!

In just a couple of
days 1 will be driving to
Atlanta to pick up our new
Hewlett Packard Laser jet
printer and three IBM
computer terminals with a
total 70 megabyte capacity!
All this to accommodate our
exploding list of sub-
scribers.

Yes, MT is.certainly a

issue, now in
will number 60

success, but not all by
itself. You, our faithful
subscribers, made it all

come true. Without you MT
would still be a dream, but
with you and your constant
input, MT has soared to its
position of respect and
leadership.

I take this nostalgic
opportunity to say good-bye
to the old Monitoring Times
and look forward with great
optimism and pride to 'seeing
you all again next month--in
the NEW Monitoring Times!

DVP SCRAMBLING
BROKEN!

_ A late breaking news
. item reports that a private
laboratory may have broken

digital voice encryption
the DES (digital

monly employed by federal
and military intelligence

Viewpolint

SCANNING EXPO “86

I enjoyed the last
issue of Monitoring Times
(May “86) like always but
thought I would add some
additioral informatiom to

James R. Haye”s article on

Expo radio frequencies.
Although the following are
not marine related frequen-
cies they are Expo related.

Expo Site:
410.2875 Vancouver-Skytrain

442 .662 Roaming Mobile
Robot (R2D2)

447.662 s

449,287 Maintenance crews

449.337 Guards, gates,
grounds (Delta,

_ Echo)

449,362 ?

449,487 Production Logis-
tics Personnel

449,537 ?

449.587 Monorail, Maint.

I found the above fre-
quencies in about twenty
minutes, using a Bearcat 300
and Regency MX1000, while
driving around looking for a
parking spot. I know that
there are many many addi-
tional radio frequencies in

' M-_GOOO “Glitch” Resolved

In our previous issue,
we mentioned that a letter
received from Digital
Electronic Systems noted a
software error in the new
Infotech M-6000 multimode
demodulator. We have been
notified now that the error
occurred in only a small
number of units (serial
numbers 7227 through 7277)
and that letters had been
sent to all owners.

use around Expo (like
RCMP’s, city police, securi-
Apparently, the soft-

ware error affected one line
in the EPROM which could
cause a temporary lockup in
the automatic step-up
sequence resulting ia a
delay for about ten seconds.

The error is easily
corrected in those few units
which were affected and
would not, in any case,
result in improper reception
of signals in any mode.

PRIVACY ACT UPDATE

Listeners nationwide
are still quite concerned
about the possible outcome
of House Bill HR 3378 and
companion Senate Bill S1667
which intend to regulate the
services which can be inter—
cepted and monitored over
the airwaves.

At this writing a mark-
up session for this session
of Congress is in doubt. The
latest version prohibits the
monitoring of cellular tele-
phone conversations, voice
paging, beepers, and terres-
trial microwave.

Several members of the
subcommittee have expressed
willingness to support an
“intercept and divulge”
standard for unencrypted
radio, already in law as
section 705 of the 1934
Communications Act; the
members additionally indi-
cate that Title 3 coverage
should be provided to
prevent unauthorized recep-
tion of encrypted-radio
transmissions.

Built around the pro-
prietary Motorola encoder/
decoder chip, the develop-
ment_was intended to crack
audio scrambling on TV
satellites and accidentally
decoded the high level digi-
tal voice encryption used
for SECOM (secure communica-
tions) as well.

MT will have more on
this story as it unfolds.

Title 18, section 2512,
specifically says that it is
illegal to advertise or sell
equipment primarily intended
for interception of wire or
oral communications. Since
scanners are not primarily
intended for that use, it is
not illegal to manufacture,
sell, possess, or use any
scanners capable of tuning
the 800 megahertz cellular
telephone range, and no
legislation is being pro-
posed or even considered at
this time barring such
equipment.

In addition to easing
the original wording of the
proposed bill, the Justice
Department has recently
modified their previous
position, stating that they
would support criminal
penalties only as a misde-
meanor for willful intercep-
tion of cellular telephone
transmissions, but they
would not commit to enforce
that law. :

For the moment, the
Federal Communications Com-
mission does not want to get
involved with the issue by
going on record either in
opposition to or support of
the proposed bill, but
pressure on them is increas-
ing to make a stand.

Clearly, the proposed
Communications Privacy Act
of 1985” is in a very vola-
tile state and will not be
resolved for months to come.
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ty and media groups).

I hope that other
readers might send in their
findings to you as well.

(Name withheld by request)

LEGAL ADVICE OFFERED
My law library here is
quite extensive and should
any of the readership
require free legal advice on
a federal level, or photo-
copies of any particular
case, they are invited to
correspond with me. .
Although I specialize
in criminal post-conviction
law, I do have the time and
resources to help 1in any
area I can. I will not
solicit or accept a fee at
any time for an opinion or
photocopy of a case.
Alfred Carl Juhl
(Reg. No. 03373-010)
P.0. Box 1500
. Co. One Unit
El Reno, OK 73036

ENCODING AND DECODING

Did anyone come up with
an explanation of the
“Ciphers on 40 Meters"”
article on page 9 of the Feb
1986 issue of MT? I offer
the following ideas:

Only the characters A,
B, D, E, NT, U, V, 4 & 6
are used for transmission,
because of what I believe to
be for error-reduction
means. Consider the charac-
ters in Morse and their
reversals:

oS =g ]
|

owg =243
|

The system resembles
the famous German ADVXG
Cipher used in 1918. See
David Kahn“s Codebreakers

book for additional details.

The format of the
transmission suggests that
the text is sent in pairs:
DE 4T U6 6V BA TN etc. This
would allow 100 pairs: AA AB
AD AE...6V 64 66. Hence,
common letters like E and T
could have more than one
substitute.

If the text has been
cracked, I would like to
hear more about the system.

Frederick W. Chesson
144 Fiske St. '

Waterbury, CT 06710
DOOO>KLKLLK

“Code-breaking” always
includes analysis of the
situation in which the
method is used. The tradi-
tion in that culture is also
vital. A Talmudic scholar
would probably use the A/N
folded alphabet crypto; an
Italian Cardinal, the Vati-
can straddle matrix; a
French Cardinal, the Riche-
lieu masked grill...

And that that answers a
question T had wrestled with
for years—-WHAT METHOD DID
MARY, QUEEN OF SCOTS, USE?
It was some technique that

was easily broken, if known
to be encrypted. Mary was
raised in France, married

the Dauphin. A straddle was
secure—--her”s was wide open
during most of her last
years. If some kind of mask

-------

was suspected, then over-
laying pages would show up
the pattern. Poor Mary never
had a chance.

.I am certain digital
scrambling must be very
vulnerable. If you could
isolate a known- sound, and
work out what pulses
encoded it, you would have
the key to the scramble.
DIAL TONES might be complex
enough to give the data
Certainly, matching a voice
against a similar encoded
passage would do it.

Bob Russ
Walworth, WI
>O>>><KLKK

I recently purchased an
Inf o-Tech M6000 from you and
I want to tell you that I'm
really pleased with this new
product from Info-Tech.

Some comments on the
use of the M6000 so far
follows:

1. When the (1) key is
activated for a speed read-
out and the unit is in ASCII
mode above 300 baud, the
video display can become
scrambled. The only way I
was able to get out of this
was to power off and on.

2. When stepping the
(B) key to Baudot mode,
toggling the UP/DOWN switch
will allow the BAUD rate to
be adjusted instead of the
shift. Normally I want to
ad just the shift, so I have
found that by toggling the
HI/LO tone switch will now
allow the UP/DOWN switch to
affect the shift rate. This
is also useful under FDM
mode for fine tuning the
shift rate without having to
press the (9) key for
changeover to UP/DOWN shift.

3. When in TDM mode,
sometimes noise glitches
will cause the unit to get
into a "data error” mode and
garbage data will start
printing. T have found two
ways to reset the unit: 1)
push the (4) key and this

‘will cause the unit to loose

lock and re-lock without the
data error. If this does not
work, 2) push the (5) key
which also causes a re-lock
without the data error

although sometimes this will
cause a lock on "data error"
which also gives you garbage
data. If either of the above
two steps don"t work then
the signal is too noisy for
a satisfactory reception.
There are some TDM transmis-
sions that appear to be
garbage data but are in fact
coded transmissions as long
as the "data error” light is
not lit.

I really like this unit
so far and can see that some

enhancements might be
needed.
David E. MacDonald
Coon Rapids, MN
FEEDBACK

I recently discovered
Monitoring Times and imme-
diately subscribed. I also
ordered all the "Best Of"
anthologies, as well as your
Shortwave Directory.

Having had some weeks
to digest all this material,
I would now like to provide
you with some reader feed-
back:

1. The tabloid packag-
ing of Monitoring Times is
great for quick distribution
of timely information, and
for keeping costs down. How-
ever, it°s not so great for
storing back issues neatly
on the shelf. POPULAR COMMU-
NICATIONS looks better, and
is easier to read, but some-
times the material is three
months out of date. My sug-
gestion would be to resist
the temptation to get
slicker. You and POP'COMM
serve slightly different

Page 3
needs, and both do so very
well. I think you should
maintain the differences
between the two publica-
tions.

2. I thought Havana
Moon was going to disappear.
Please don"t let him change
his mind. His writing is
smug and hard to take.

3. Your strong suit is
definitely your excellent,
specific technical informa-
tion: everything from
current MIL-TAC freqs to
quieting that damn Regency
beep. Keep it up, and add
some more cheap, useful
build-it articles, and 1711
become a lifetime sub-
scriber.

4. You plug your own
products just a little too
much in the articles.

5. You asked for feed-
back about offering a basic,
tunable VHF/UHF receiver. DO
IT! One of my favorite
radios is a 15 year old
Radio Shack Pro—-3A tunable.
Scanners have their place,
but when you are exploring
new bands, there”s nothing
like twisting a dial. I
would love a quality tunable
receiver that covered 220-
420 MHz.

6. Could you please
publish a listing of known
channel designations for SAM
frequencies? I'm not sure if
these are the same as the
FOX-TROT channels I“ve seen
referenced elsewhere. All 1
know is that when AF-1
changes frequencies, they go

<

F

The Dayton Hamvention,
an annual pilgrimage for
faithful hams worldwide.
This year, as in years past,
the April 25-27 extravaganza
brought record numbers of
electronics enthusiasts—--now
estimated at 24,000--to see
commercial displays, attend
technical forums, and visit
the enormous flea market.

NEW REGENCY

Two new hand-held
programmable scanners are
slated for production by
Regency Electronics, accord-
ing to an informed source.
The model HX2200 will
replace the HX2000 and offer
better immunity to strong
signal overload, a common
complaint of its forerunner.
Other capabilities remain
unchanged.

The HX1500 is the next
step up from the popular
HX1200, featuring 55 memory
channels in four overlapping
banks, any number of
channels.

MT will have more
information as it becomes
available. The scanners will
be stocked by Grove Enter-
prises and other MT adver-
tisers.

As always, Grove. Enter-
prises and Monitoring Times
were well represented: Bob,
Judy and son Bill were in

PROGRA“"ABLES constant attendance at their

booth, with Bob and Bill
occasionally succumbing to
the seduction of the flea

DAYTON SCORES

AGAIN

market, leaving Judy to
answer the barrage of
questions from visitors.

The SLW/scanner forum
was well attended with
presentations by Bob, Fred
Osterman of Universal Short-
wave, and Chuck Gysi of RCMA
and the All Ohio Scanner
Club.

The courtesy and effi-
ciency of the hams who

volunteer their services
each year from the Miami.
Valley Amateur Radio Club
contribute to the profes-
sionalism which earns the
event the title of "world~s
largest hamfest.”
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City another IMRA member put
Catholic Relief Services
headquarters in touch with
their directors in Mexico
City so that they could
distribute a $50,000 pre-
liminary aid allotment.

HISTORY

The IMRA was founded in
Hudson, New Hampshire, in
1963, when 50 Catholic
priests and Brothers who
were hams decided to band
together and use their
skills to help missionaries
contact their families. They
called themselves the Catho-
lic Mission Radio Associa-
tion. However, in a few
years, they brought in the
laity, opened it up to
missionaries of all denomi-
nations, and changed the
name to the International
Mission Radio Association.

Today the group com-
prises 800 hams scattered
through 40 countries. Over
200 are clergy or religious
affiliated. Senator Barry
Goldwater (K7UGA) and Wil-
liam Wilson, U.S. Ambassador
to the Vatican, are honorary
members.

TUNING IN

The IMRA conducts a_f

traffic net every day except
Sunday from 2:00 to 3:00
Eastern time on 14.280 MHz

from Central and South‘%

America. Each year, the IMRA

net handles 18,000 check-ins Jk

and over 9,000 pieces of
traffic or phone patches.

The IMRA also helps
missionaries to get on the
air themsedves, providing
them with transceivers if
they are licensed hams in
the country where they work.
Much of the equipment is
donated by the members them-
selves, while 30 Catholic
and Protestant Church groups
support the IMRA with fuunds
to purchase the rigs.

Every Wednesday,
various professors from St.
John”s University School of
Pharmacy in New York join
the net to conduct a discus-
sion on topics concerned
with medicine. Often,
missioners who are running
remote clinics have drugs
donated to them by drug
companies, but are
unfamiliar with their appli-
cations. Missioners are
particulargly grateful for
this service.

Entrance to Uplands Airport and Armed Forces Base

The work of the IMRA
goes on day after day. The
job is done without fanfare
by many people who unself-
ishly offer their time and
their skills for Americans
who work in foreign lands,
far away from their
families. n

(For further informa-
tion eontact: Rev. Michael
Mullen, C.M., Director, Pub-
lic Relations, Intermational
Mission Radio Association,
Ine., St. John's University,
Jamaica, NY 11439 (718)990-
6744)

VIEWPOINT cont'd

to something like “112" or
"267" instead of "6.731",
and I've had no luck trying
to track these down.

7. Interested in some
UHF-MIL frequencies in use
around the Boston area?:

364.2 - Although this
is listed as a NORAD fre-
quency, much Navy aircraft
traffic is heard here call-
ing "Huntress.” This seems
to be based at Brunswick NAS
in Maine, and my guess is
that they are Orions.

294.5 - Is currently in
use here as the primary SAC
bomber-tanker freq for mid-
air refueling ops.

8. RE: U.S. Military
Radio Communications by
Michiel Schaay. What the

hell are his political views
doing in a reference book?
Is he trying to single-

handedly get H.R. 3378
passed? Turkey.
That”s it for this

reader’s feedback. Keep up
the good work, and gooc luck
with Grove Enterprises.
Bruce Frederick
Burlington, MA
DOO>><LLKKL
Your new product ideas
are good. There will always
be at least 5% of the
Ham/SWL population out there
looking for that extra some-
thing different...and will-
ing to lay out the. bucks to
have one...The more I read
MT the better I like it. I
found out more about my
Regency MX7000 from MT
articles than Regency it-
self! They should read MT!
Richard B. Krepps, W1ACG
Houston, TX
>O>>><LKKLLKL

Just a word to tell you
I have enjoyed reading
Charles Robertson”s Skip
Editorials and Reports in
the Monitoring Times. We
should have more editors
like him in MT.
John Skibinski
Sterling Hts, MI

GOOD BOOKS

I thought your readers
would be interested in
learning about the avail-
ability of the following
publications:

National Security Affairs
Monograph Series 84-2
“National Emergency Telecom-
munications Policy: Who's in
Charge?"...

This rare glimpse at
the NCS (National Communica-
tions System) was written by
Colonel Robert A. Reinman,
United States Air Force. It
was published by the Nation-
al Defense University Press,
Fort Lesley J. McNair, Wash-
ington, DC 20319, IN 1984.
The NDU Press publishes
results of research con-
ducted by research fellows
of the university and other
institutions such as the
National War College, the
Industrial College of the
Armed Forces and the Armed
Forces Staff College.

This monograph is 55
pages long. It can be
ordered from:

Superintendent of Documents
U.S. Government Printing

Office

Washington, D:C. 20402

Important: Stock number-
008-020-00982-2
Price: $2.50

Following is another
book your readers may be
interested in:

"Rebel Radio: the Full Story

of British Pirate Radio,” by

John Hind and Stephen Mosco.
This book was published

in 1985 by Pluto Press,

London (U.K.) and Sydney

(Australia). It is 163 pages

long. In the U.S. it can be

purchased by mail through:

Longwood Publishing Group

51 Washington Street

Dover, NH 03820

ISBN: 0-7453-0055-3

Price: $5.95

Armand Di Filippo
Philadelphia, PA

MISSING THE CONNECTION

From the “nothing is
ever easy” department comes
a peculiar story about an
IC-R71 DC connector. I had
ordered the DC power cables
for the R71, figuring it was
an inexpensive, easy to per-
form modification which
could be useful during power
failures.

When I went to install
the DC jack in the receiver,
I found out that the DC
connector which was supplied
with the receiver lacked the
necessary mounting flanges
to snap onto the bracket
supplied with the DC cables.

If you’ve had any simi-
lar experiences, the correct
connector is available from
ICOM. I telephoned them and
had it free of charge within
a week. Installing it with
the proper inserter/extrac-
tor tool is easy, and should
also be possible using small
needle-nose pliers if the
user is careful. Alterna-
tively, ICOM offered to do
it if I sent the receiver to
them.

Greg Doerschler
Wethersfield, CT

CSE con't from p.1

Nine years later a govern-—
ment employees” union nego-
tiator revealed that the
agency had doubled in size
when he said he represented
583 CSE employees, not
including 60 additional
management workers. By com-
parison, the NSA has a staff
of more than 60,000 computer
technicians, cryptologists,
translators, and intelli-
gence analysts.

PART OF WORLDWIDE NETWORK

The CSE technically is
known as a "signals intelli-
gence operation”; its man-
date is to gather electronic
signals entering and leaving
Canada--"footprints” as they

 say.

The CSE is part of a
worldwide monitoring network
set up in 1947 by special
agreement between the
British and American govern-
ments. The head of the
network is the National
Security Agency-.

The English section,
made famous by Winston
Churchill in World War II by
his brilliant use of it, is
General Communications Head-
quarters (GCHQ), otherwise
known as Signals Intelli-
gence (SIGINT), with its

[ (@)

An HF yagi placed inexplic-
ably beside a phone company
building at Uplands.
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huge 1listening post 1in
Cheltenham, England.

Along with Australia,
New Zealand and Canada, they
divide the planet into areas
of responsibility for inter-
cepting telecommunications.
Tasks handled by the network
might include monitoring
airborne telephone, tele-
graph, telex, microwave, and
satellite signals.

Some persons speculate
that sensitive receivers are
used to tap microwave
transmissions of telephone
conversations. A computer
with speech recognition
capabilities then filters
through thousands of taped
intercepts, seizing on key
words such as diplomat,
terrorist, bomb, or explo-
sion.

The CSE has been sur-
rounded by at least as much
controversy as mystery.
While the agency’s mandate
is to provide security for
Canadian government communi-
cations and gather informa-
tion about foreign countries
by intercepting and studying
their radio, radar and other
electronic transmissions,
its accountability has
always been vague.

In principle the CSE is
controlled by a government
committee overseen directly
by the Prime Minister. It is

thought, however, that only
raw data is gathered in
Canada then forwarded

directly to Fort Meade where
it is analyzed and inter-
preted. There have been sug-
gestions that, in this way,
the NSA selectively releases
bits of intelligence to
participating countries,
while withholding the bulk.

The Canadian government
has, said that the CSE - or,
in fact, any organization or
individual - may legally
eavesdrop on conversations
traveling over public air-
waves or bounced off satel-
lites. They have also said
that the CSE is prohibited
under an intermnal policy
directive from monitoring
microwave signals. In fact,
says the government, the CSE
follows a policy of not
intercepting phone calls in
Canada by Canadians whether
the calls are being received
or sent.

If this is true, how-
ever, the CSE°s methods
differ from those of the
NSA. In 1975 a U.S. Senate

committee revealed a series
of NSA projects to intercept
telephone and telex messages
of specific American citi-
zens. The Washington Post a

year earlier reported that
the NSA had monitored commu-
nications by Jane Fonda and
Dr. Benjamin Spock relating
to their anti-war activi-
ties.

LAX SECURITY

The CSE, while ostensi-
bly operated by Canada“s
Ministry of National
Defence, goes by another
name in another department.
It is also known as the
Communications Branch of the
National Research Council or
CEBRC and is listed as such
with the NRC"s general
enquiries desk in Ottawa.

While the CEBRC’s phone
number - 998-4028 - corre-
sponds to the Uplands
Research Institute (a facil-
ity located at Ottawa’s
international airport which
also doubles as a Canadian
Forces base), calls are
answered by "CSE control
room. "

A recent visit to
Uplands revealed that, if
indeed the CSE is quartered
here, security is virtually
non-existent.

The gate of the NRC’s
installation is wide open
and we were able to wander
about snapping photos
unimpeded. A warning to
trespassers put up by the
Department of National
Defence is posted on the
wrong side of a barbed wire
fence to be seen by persons
leaving rather than
approaching. This contrasts
sharply with an earlier
report in Monitoring Times
which outlined strict
security at facilities in
New Zealand similar to the
CSE.

No sophisticated anten-
na arrays were seen at the
NRC Uplands installation. In
fact, the only antenna of
note was an HF yagi placed
(oddly enough) beside a
nearby phone company switch
building. (It should be
noted, however, that Ottawa
lies in a valley. A monitor-
ing agency like the CSE
might choose to locate
antennas in an area that is
more strategic and less
conspicuous. )

SUSPICIOUS BUILDING

There is a building not
far from Uplands that at one
time looked like so many
other government buildings
in Ottawa. Today it is sur-
rounded with barbed wire
fence and manned with guards
around the clock. It has two
fairly unremarkable antennas
on its roof, one of which is
a loop. Not even Canada’s
National Defence headquar-
ters looks as conspicuous.

The word in Ottawa is
that this 1s the new home of
the Communications Security
Establishment. I
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by
Don Schimmel
516 Kingsley Rd SW
Vienna, VA 22180

® yhile tuning in the 13
MHz region I ran across an
unusual transmission on 21
March at 1341Z. This CW
signal was heard on 13888
kHz and consisted of the
transmission of the number
five (5) repeated over and
over. The signal had a
bubbly-sounding tone to it
and the rate of transmission
was approximately one
character per second with a
character being skipped at
irregular intervals. At
13452 the signal went down.
L Messages of 6F groups
were copied on 4514 kHz on
25 March at 0150Z. The head-
ings were very brief; sample
follows: 33 C DE O -P-
2419552 -GR28 BT. I stayed
with this activity for quite
awhile but was unable to
obtain any identification
data.
5 Our thanks to Mike
Hardester of N. Versailles,
Pennsylvania, who sent us a
news release concerning the
upcoming International Naval
Review (INR). According to
the article, "More than 35
Navies from around the world
will enter New York Harbor
4th of July weekend and
participate in an Inter-
national Naval Review hosted
by the U.S. Navy as part of
"Liberty Weekend 86," a
four-day celebration to
commemorate the centennial
of the Statue of Liberty.
“To date, 36 Navies are
planning to attend the event
with either modern Naval
Vessels, Naval Sail Training
Ships or Delegations.

Twenty-one Foreign Naval

facility.

CSE's QTH is listed offictally at this
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Vessels from 14 countries
will join 11 U.S. Navy Ships
for the INR, the fifth such
gathering of military
vessels in U.S. History.

“"The ships will sail up
the Hudson River July 3 and
anchor in locations through-
out the harbor and river.
The morning of July 4, USS
Towa (BB 61) will exchange
honors with the visiting
ships.

“The U.S. Navy’s flight
demonstration team, the Blue
Angels, will perform also.

“Immediately following
the INR, another event
entitled “Operation Sail 86~
will take place. The parade
of 21 “Tall” ships from
around the world will bring
together vessels from 12
Foreign Navies. They will be
joined by other smaller
craft.

“"The last INR was held
in honor of the Bicentennial
of the U.S. in 1976. his
year’s event will symbolize
the diversity of cultures
that make up the U.S. and
will recognize the ocean
travel that brought millions
of immigrants to America.”

Again, our thanks to
Mike for providing this
information; we expect this
will be an interesting event
to monitor.

@® Mel Smith of Crisfield,
Maryland, has asked about a
transmission he picked up on
11240 kHz which was
enciphered groups of mixed
letters (phoneticized) and
numbers, sent in the English
language. From the descrip-
tion provided by Mel as to
the operating procedures and
the fact the reported
frequency is only 3 kHz away
from a known USAF Strategic
Air Command frequency, 1
suspect that what he heard

was a "SKYKING" broadcast.
These broadcasts are
described in the Grove

Shortwave Directory on page
2, accompanied by related
information on frequencies
and frequency designators.
Mel also sent in his
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attractive QSL card,
fashioned after an old-time
drawing. We thought this
would be of interest to
readers so here it is.

Rt. 2 Box 15 Anchor Drive
Crisfield Maryland 21817

b KW1-4093
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L The following is an
extremely interesting sum-
mary of monitoring efforts
prepared by Greg Wilson of
Browns Mills, NJ.

"On April 7, 1986,

between 1439-1555 UTC, I

FOTO0NE

MEL SMITH

AP

MARCH 1986 LOGGINGS

MODE/IDENTIFICATION/COMMENTS

USB/HALIFAX CG STN TRYING TO GET WEAK
STN TO GO TO CH 57 BUT OTHER END DOES

CW/78EAL DE 72JKL/SPANISH NAVAL STNS
CW/DE MTO(ROSYTH NAVAL RDO, ENGLAND)
CW/DE 72WTT (SPAIN NAVAL STN)

CW/WX IN ENGLISH FOR SPANISH SAHARA
USB/TWO OM CONVERSING IN GERMAN
USB/CANADIAN WX IN FRENCH

CW/NO CALLS/5 CHARAC GRPS, MIXED L/F
CW/S5F GRPS, HAND SENT, NO IDENT
CW/FRIT DE FUF (FRENCH SHIP FROM FORT
DE FRANCE NAVAL RDO, MARTINIQUE)/PT

CW/5L GROUPS, HAND SENT, SLOPPY FIST
CW/5L GROUPS, HAND SENT, SOUNDS LIKE
SAME OPR AS ON 3178/2101022
CW/NO CALLS/MARS MSG RE MARS

CW/DE DAL (NORDDEICH, GFR)
USB/MANY STNS, SOME OM, FEW YL'S/
EXCHANGING 4F -GRP MSGS

CW/WAP, MZK DE AUL/UNIDEN, SPANISH

USB/WX IN ENGLISH FOR BRITISH AIRPORTS

CW/WX IN SPANISH, MEXICAN LOCATIONS

RTTY 75-425/PRESS IN ENGLISH
RTTY 50-425/NO CALLS/S5F GRPS
CW/NO CALLS/S5L GRPS, AUTOMATIC SENT

TRRY 75-850/NO CALLS/QUICK BROWN FOX
AND RY"S WITH INT ZBZ AT END OF TAPE
CW/BSNN DE BSNQ (CHINESE SHIPS)

CW/NO CALLS/PT ENGLISH TFC RE ARRIVAL

CW/DE WSC (MC GLOBAL MARINE COMMO,
WEST CREEK, NJ)/TRAFFIC LIST
USB/TWO OM/EE DISCUSSING MISSING
PORTION OF SHIPMENT, CREW MEMBER SAW
IT REMOVED BUT DOCK SAYS IT NOT OFF-

USB/YL/EE GIVING WHAT APPEARS TO BE
SERIES OF SHIP POSITION REPORTS
RTTY 50-425/DE 5YD (NAIROBI, KENYA)

RTTY 75-425/PT MSG, POSSIBLY
CW/CONG DE CLQ (CUBAN SHIP FROM

CW/PROB SON261 (WARSAW, POLAND)/PT

POLISH MSG WHICH APPEARS BE LISTING OF
TRANSMISSION FREQS WITH TIME SCHEDULES

RTTY 75-850/CODED WX, 5F GRPS
RTTY 75-850/DE KRH51 (US EMB,LONDON)
RTTY 50-415/PRESS IN FRENCH, ITEM RE

USB/CONVERSATION IN SPANISH, RE UNIDEN

KHZ DTOI
2185 240155
NOT HEAR
2240.9 210021
2293 240153
2348.6 210029
2383 240017
2390 210031
2600 210048
2988.5 210037
3011 210053
3171 210057
NAVAL TFC IN FRENCH
3178 210102
3196 240208
3310 250143
RECRUITING BROCHURE
4245 230254
4600 210324
4665 232350
CHATTER
4724 240004
4780 230300 CW/NO CALLS/S5L GRPS
4898 210348
MENTIONED IN TEXTS,
VOICE
4715 210345 SCRAMBLED VOICE
5460 210316
5558 210322
5872 210354
8090 292310 CW/WX IN ENGLISH
8190 220208
8226 220211
8518 312124
IN KOBE, JAPAN
8680 212126
8745 312129
LOADED
11182 312144
13369 292306
13378 211359
BULGARIAN)
13440 251415
HAVANA-COJIMAR-CUBA)
13615 211352
13622 211349
13844 312220
13995 211339
TERRORIST ACTIVITY
16522 211408
SUPPLIES/MATERIALS
18190 211429

RTTY ASCII 110-425/UNIDEN STN SENDS

ENCIPHERED TRANSMISSION THEN SHIFTS TO

CW AND SENDS QRU QRU, THEN DOWN

rolled upon and copied an
interesting net. At 1439 on
13455 kHz, I copied T9BG
calling Y510 in CW. At the
same time, a Y4SV called
Y5I0 and passed a 4 digit
message with the preamble @1
13 1815 BT (Zero cut to T).

“"Within three minutes,
T9BG called 6NA9 and passed
a similar 4 digit message
preambled as @1 $6 1843 BT -
as this was a six-group
message, the preamble pro-
bably equates to NR @#1 GR @6
TIME 1843 (1843 is four
hours ahead of UTC leading
one to believe that this is
Moscow time).

"Between 1439 and 1516,
T9BG, Y4SV and a third
(barely audible) unidenti-
fied station called stations
YSI0, HO09Z, S47F, 4YDE,
AR8D, E3DV and 6NA9. One
intriguing feature of these
three stations is that they
called the same outstations
but never each other, which
points to duplex operation.
Yet another puzzling feature
is that each station would
periodically begin sending
letter markers. For
instance, T9BG sent ~C~
slowly and deliberately
occasionally (the weak,
unidentified station sent
*D7).

"While monitoring this
activity in memory (I run an
ICOM IC745), 1 began system-
atically searching above and
below this frequency. At
1535 on 13554 kHz, again in
CW, I copied ZGZR calling
S47F (an outstation callsign
appearing on the previous
frequency). All of the
traffic and callsigns were

consistent with that copied
on 13455 kHz. It is inter-
esting to note that the two
frequencies are nearly 100
kHz apart.

"At 1543, with the two
frequencies in memory, I
found NQBD calling ZGZR on
13268.2 kHz (in CW). 13455
and 13554 are in the band
allocated for fixed opera-
tion, but 13268.2 is in the
aeronautical mobile band
(strange but consistent with
the following analysis):

Zero cut to T (a Soviet
feature);

Message preamble time=UTC+4
(Moscow time);

"D” & "C” markers sent (pos-—
sibly for DF or homing
purposes);

Outstation NQBD found in
aero mobile band.

CONCLUSION: This net could
possibly be an example
of some sort of Soviet
air to ground (mili-
tary) activity.

"Research shows similar
activity, down to the
frequencies or callsign
structure, was reported in
the Dec 84 MT (Sep 84 log-
gings of Utility Intrigue
13349.8 and 13395.5), May 84
MT (Utility Intrigue--last
paragraph) and Nov 85 POP-
COMM (Communications Confi-
dential - 10814.6 and
13453.6 kHz)."

Greg, many thanks for
your remarks. We believe
this material will be of
interest to fellow utility
buffs! ]

*An Introduction to...

OTHER END QSL°S BY

T>SCANNINGD

by Bob Grove

It"s been more than
fifty years since the
Detroit Police Department
had an idea: They put a
radio receiver in one of
their patrol cars, and then
dispatched it to calls via a
transmitter in the police
station. Miracle of mir-
acles, it worked! Thus was
born the land mobile ser-
vice, an enormous pot-pourri
of users now ranging from
police and ambulances, to
taxis and truckers. As a
result, more and more fre-
quency bands are being
created for use by the land
mobile services.

Up until the close of
World War II, many home
radios could tune in police
communications just above
the standard broadcast band;
networks of police communi-
cations were heard through-
out the 2 MHz region.

THE BIRTH OF VHF-FM
But the advantages of
the higher frequencies were

being felt. VHF low band
(30-50 MHz) was gaining
rapidly in its popularity;
there was less signal fade
during daylight hours,
antennas were smaller, and
the noise resistant charac-
teristics of FM over AM were
a further incentive to
change.

Technology rallied to
provide new answers to new
problems. More users could
be crowded into the same
spectrum space by reducing

(&)
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the bandwidth necessary to
transmit a signal; thus
narrow-band FM was born.
Additionally, increased sen-
sitivity and lower internal
noise were two new design
parameters that were real-
ized, along with narrower
bandwidth, and these helped
to extend the reliable range
of two-way VHF communica-
tions. :
The trend to higher and
higher frequencies continues
to this day. The 151-174 MHz
VHF high-band is probably
the most populated portion
of the VHF/UHF spectrum; as
a result, more and more
land-mobile users have
switched to UHF (450-512
MHz), with a concerted drive
on to open more of the newer
806-960 MHz band.

Let”s take a look at
some of the equipment avail-
able to listen in on these
fascinating communications.

RECEIVING EQUIPMENT

No longer can a listen-
er tune in on mobile radio
services with his Philco
console radio; the shortwave
band is devoid of this sort
of activity below 25 MHz,
except for some specialized
government services.

Although early manufac-
turers of shortwave receiv-
ers (like Hallicrafters)
attempted to extend the
tuning range of their radios
into the VHF region, their
performance was poor.
Several new manufacturers
sprang to the VHF forefront,
including Monitoradio,
Allied, Regency, and Lafay-
ette. Their entries were
initially all high-frequency
variations of the tunable
superheterodyne receiver and
usually provided squelch.

They were tube-type, of
course, and had the usual
disadvantages associated
with tube-type equipment:
Constant tube replacement,
high current drain, awkward
size and weight, heat and
humidity degradation,
thermal frequency drift, and
so on.

The invention of the
transistor revolutionized
all phases of the radio
communications industry.
Finally, radios have become
truly portable; battery
replacement is inexpensive
.on personal portables. Re-
pair and maintenance time
and costs have been reduced
considerably, both because
of increased reliability,
and the availability of
plug-in replacement modules
in commercial equipment.

CRYSTAL CONTROL

Early in the develop-
ment of radio, it was
discovered that the stable-
frequency characteristics of

The BC 800XLT by Uniden is
the state-of-the-art's top
repregentative in the VHF
gcanner market. The micro-
processor allows it to do
everything but sit up and
beg.

quartz crystals could be
used to advantage in fre-
quency control of transmit-
ters and receivers. The same
basic approaches are still
in use today, with some
improvements. Different
"cuts" of the quartz crystal
allow smaller dimensions,
and frequency dividers .and
synthesizers permit the use
of one or two crystals to

cover a wide range of
discrete frequencies.
While the first

crystal-controlled VHF-FM
monitor receivers required
manual selection of frequen-
cies, a radical innovation
appeared in the mid-19607s:
An obscure product called
"Bearcat,” manufactured by
an upstart company called
Electra, introduced to the
world a receiver with auto-
matically switching crystal
oscillators which would con-
tinue to select channels in
sequence, -until it inter-
cepted a signal which would
lock the oscillator on that
frequency. They called this
device a "scanner,” and the
rest is history.

Because the purchase of
crystals generally averaged
about five dollars a shot,
multi-channel radios were
expensive to get “crys-
talled-up."” Early in the
1970°s, another innovation
was introduced by Teaberry,
and subsequently developed
by Tennelec: Programmable
Crystal Synthesis.

Using a minimal number
of crystals, frequency
dividers and multipliers
were employed to create
incremental steps throughout
the entire tuning range of
interest. It was obvious
that this technique was
vastly superior to any other
scheme, and the frantic boom
in the CB industry indirect-
ly assisted scanner develop-
ment by perfecting the fre-
quency synthesizer, designed
for use in 23 and 40-channel
transceivers.

COMPETITION IS KEEN

Several pioneers have
come and gone 1in the
treacherous game of radio
manufacturing. A few years
ago, Hallicrafters, National
and Hammarlund disapprared
from the field of shortwave
radios, while Monitoradio,
Optiscan, Allied/Knight, and

-

Tennelec have vanished from
the VHF market.

At this writing, these
programmable sScanner manu-
facturers dominate the
consumer market: Uniden
(Bearcat), Regency, and
Radio Shack. Many private
house-brands (such as Sears)
are made by one or more of
the major manufacturers.

WHAT"S ON THE MARKET?

Most manufacturers com-
pete desperately to stay
ahead of their rivals; it is
difficult to stay abreast of
new developments and pro-
ducts in the swiftly-moving
field of electronics tech-
nology. However, a few
generalizations may be made
about the present batch of
programmable, frequency syn-
thesized FM scanners: They
cover three frequency ranges
--VHF low and high, and UHF
(some include the VHF-AM
aircraft band as well); they
operate from either 120-VAC,
or 12-VDC; they have a
search feature allowing the
unit toexplore its tunable
range continuously, looking
for unknown signals and then
display them for the lis-
tener; they have digital
frequency readout; they have
sensitivities better than
one microvdlt, and they have
squelch. Additional features
such as channel priority,
selectable search or scan
rate, and clock readout: vary
with the product.

., lems 1like
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LOOKING AHEAD
Although it would be
impossible to predict with
any degree of certainty
which manufacturers will
produce what new products
next, a few unpaved avenues
remain for further develop-
ment: The addition of a
signal strength meter (S-
meter); the extension of
frequency ranges to include
more spectrum space now
ignored by present products;
external computer control--
other options must surely
occur to manufacturers and
users alike.

ANTENNAS

The high sensitivity of
the modern scanning receiver
is both-.-an advantage and a
disadvantage. In a metropol-
itan areas, the sensitive
amplifier stages of the
receiver”s tuning section
often produce overload prob-
"intérmod,” the
reception of the same signal
in multiple locations
throughout the tuning range.

The use of an outside
antenna greatly aggravates
this problem, which 1is
characteristic of all
budget-conscious consumer
radio products. For this
reason, manufacturers usual-
ly include a small whip
antenna which they recommend
using. If you live near a
populated area where high-
powered transmitters

will put your soldering iron to work,
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